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41-cve-2014-4210-cve-2014-4.html

8080im 2 E I

8080if 18 & =apache_TomcatiR 523N L IFIR O, apacheg FERHER E—HIwebiR
%23, BRNEZSRE ARG EH Z2(FEHapacheffFB23, NTFXMARERS2R95E, TEBMUT
Vo) ot

Tomcatizf2LiEH TIRIE (https://www.freebuf.com/column/159200.html)
TomcatEFEX4 E1E, (http:/liehu.tass.com.cn/archives/836)
TomcatizF2NIBHITRE Rt EE. (https:/paper.seebug.org/399/)
JbossimiZUAZ#1T, (http://mobile.www.cnblogs.com/Safe3/archive/2010/01/08/164
2371.html)

Jooss It IRIE, (https://www.zybuluo.com/websec007/note/838374)

6. JoossimEFIAH, (https:/blog.csdn.net/u011215939/article/details/79141624)

LN~

o

27017ixO8 &S
MongoDB, NoSQLEUEE; i iES EAaEiEEZRM)
1. 1B 550%

2. FENAL;  (http://www.cnblogs.com/LittleHann/p/6252421.html) (3) http://www.
tiejiang.org/19157.htm

Nmap;2iE il i8R
iR
HEbRfEEipIIfE

—(root @ kali)-[/tmp]
—# nmap 119.91.93.0/24 --exclude 119.91.93.173

nmap X TiRERENATHESE T wWIniIE, XRZSHNKEEEFHcvelmSH,

TRER A 2K


https://github.com/vulhub/vulhub/tree/master/weblogic/ssrfhttps://bbs.pediy.com/thread-224954.htmhttps://fuping.site/2017/06/05/Weblogic-Vulnerability-Verification/https://blog.gdssecurity.com/labs/2015/3/30/weblogic-ssrf-and-xss-cve-2014-4241-cve-2014-4210-cve-2014-4.html
https://www.freebuf.com/column/159200.html
http://liehu.tass.com.cn/archives/836
https://paper.seebug.org/399/
http://mobile.www.cnblogs.com/Safe3/archive/2010/01/08/1642371.html
https://www.zybuluo.com/websec007/note/838374
https://blog.csdn.net/u011215939/article/details/79141624
http://www.cnblogs.com/LittleHann/p/6252421.html
http://www.tiejiang.org/19157.htm
https://app.yinxiang.com/shard/s43/nl/39033454/d234a42e-b6d1-43c7-88e1-fd7169eb5504/

SRITEN) AR

auth: TAELBESGER (4

broadcast: ERFINAREEZRSHZ IR, Mdhcp/dns/sqlserverEfks

brute: RMUBHWEAN, HXNELNNBUhttp/snmpsE
default: {FR-sCE-AETHIMEHMEEOIARNMA, REEARBIAIFEEES

, WISMBZE. SNMPEIEH

discovery: MM HITEZMES

: BT#ETEERS G

exploit: FIAEEHNRENRRS
external: FABE=AMBERZEIR, BHlU0HITWholskET
%"El‘]@ UE*T*J-L *7k/)nJﬁ/ i/ﬁﬁ/l__l

fuzzer: RMIMNANMEAE, RIXF
intrusive: NE@MMIBIZA, LEZEMIZARTEES| AN HRIIDS/IPSHICRH
malware: ENEFIESREATHRE. AR TEINFER
TR

safe: LtE5intrusivelBk, BF
THEERYR 2

EIZEARSE 5 RAIIE (Version Detection)
MNESEMS08_067

version:
#RE (Vulnerability) |,

vuln: ARENEBMIEETEER

FRERE:



nmap --script=auth IP
//ARMBENGED (KAL) B, el ERNER D N ASSO<L

nmap --script=vuln 192.168.137.*

//RNBEREEFERE LFE

http-php-version //3k#SPHPRRA(ZE Http-enum K ZEWebifimBEF smtp-
strangeport ¥I#FSMTPEZIZITEEIAIKO dns-blacklist AIMIPHEtERZBEbrute 1214
ROWROAR  FINEIERE, smb, snmpEHITRIERIBUNRNIBR

smb-check-vulns //#&smbiREE

samba-vuln-cve-2012-1182 //13#ESambaitiis L iRE

MitwafE S FE

nmap -p 80,443 --script=http-waf-detect 192.168.0.100
nmap -p 80,443 --script=http-waf-fingerprint www.baidu.com

-sC: FMfF-script=default, ERFIALRINMIZAFE T PIEREMES]
—-script=<Lua scripts>: <Lua scripts>{EFRENHEEMARITIHE, IFERFHEAR
-script-args=<nl=vl,[n2=v2,...]>: NBIZEHEEIASE
-script-args-file=filename: {EAXMEFRAMERESE

-script-trace: ERHIARITEIREFRRESIZWAIEIE

-script-updatedb: FEFBIAEIEE

—-script-help=<scripts>: ERBIRNEENESR, Hf<scripts>Ho I ES RN
S RIAN L5

ESUR

nmap --script smb-brute --script-args
userdb=/var/passwd,passdb=/var/passwd 192.168.137.4



Hit A B MERZE (BRI A8 usage):

o000 kali20

n root@Kkali: /tmp kali20 root@VM-8-14-centos:~

comm = require
coroutine = requir
creds = require
match = requir
nmap = require
shortport = requir
stdnse = require
strbuf = requir
string = require
brute = requir

description =

author =
license =
categories =

portrule = shortport.port_or_service(23, )

sshiii O &K

—hazel@hazeldeMBP ~
L-$ nmap -p22 --script ssh-brute 150.158.27.164

root@kali: ~

1,1

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-22 13:41 CST

NSE: [ssh-brute] Trying username/password pair: root:root

NSE: [ssh-brute] Trying username/password pair: admin:admin

Nmap scan report for 150.158.27.164
Host is up (0.024s latency).

PORT  STATE SERVICE
22/tcp open ssh
| ssh-brute:

I Accounts: No valid accounts found

|_ Statistics: Performed 1847 guesses in 602 seconds, average tps: 3.2



Nmap done: 1 IP address (1 host up) scanned in 601.77 seconds

ftplm /R

—hazel@hazeldeMBP ~
L-$ nmap -p21 --script ssh-brute 150.158.27.164

EE MK S 2RI TR :
nmap -p21 192.168.60.50 --script ftp-brute --script-args
userdb=/root/user.txt,passdb=/root/pass.txt

mysq|l
Nmapth Al 3IMySQLARSS (BE FMEIRO3306 L) #HITHEHEIEN, MlAmysql-infol&RM
—EMySQIRSZSHNFAER(FERT L2 -sV -sC):

nmap -p3306 -sV -sC site.test.lan
nmap -p3306 --script mysql-enum site.test.lan

—hazel@hazeldeMBP ~

L-$ nmap -p3306 --script mysql-enum 49.232.193.10

Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-22 14:10 CST
Nmap scan report for 49.232.193.10

Host is up (0.026s latency).

PORT STATE SERVICE

3306/tcp open mysql

| mysql-enum:

|  Valid usernames:

I root:<empty> - Valid credentials

I netadmin:<empty> - Valid credentials
I guest:<empty> - Valid credentials

I test:<empty> - Valid credentials

I user:<empty> - Valid credentials

I sysadmin:<empty> - Valid credentials

I administrator:<empty> - Valid credentials



webadmin:<empty> - Valid credentials
admin:<empty> - Valid credentials
web:<empty> - Valid credentials

Statistics: Performed 10 guesses in 1 seconds, average tps: 10.0
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